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Current trends on IP in the space sector
Patents: space odyssey instruments

Navigation - Ralliement orbital - Amarrage - Capture

Debris removal
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https://www.epo.org/fr/searching-for-patents/technology-platforms/space-innovation

Focus on particularities inherent to the space sector
Extended scope of protection for objects in outer space
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35 U.S.C. 105 INVENTIONS IN OUTER SPACE.
Article L611-1
All inventions may be subject to an industrial property title issued | {a)Any invention made, used, or sold in outer space on a space objec,t or
. . - . 4
by the National Institute of Industrial Property Director who awards component thereof under the jurisdiction or control of the United States shall
its holder or successors an exclusive exploitation right.

be considered to be made, used or sold within the United States for the
The issuance of the title gives rise to the legal dissemination

provided for in Article LE12-21 purposes of this title, except with respect to any space object or component

Subject to the provisions of international treaties to which France thereof that is specifically identified and otherwise provided for by an

is party, foreigners having their place of residence or business international agreement to which the United States is a party, or with respect

outside the territory in which this title 1s applicable shall enjoy to any space object or component thereof that is carried on the registry of a

the benefits of this title, rovided that French nationals are . . . . . . .
. foreign state in accordance with the Convention on Registration of Objects

=

granted reciprocal protection in the countries of which such

foreigners are nationals. Launched into Quter Space.

d Unless otherwise stipulated by an international agreement to which {b} P\ny invention made. used. or sold in outer space on a space object or
? ?

France is a party, the provisions of this Article shall apply to . . . . .
. . . . . _ component thereof that is carried on the registry of a foreign state in
inventions made or used in ocuter space, including on celestial

\| bodies or in or on space objects under national jurisdiction accordance with the Convention on Registration of Objects Launched into /

_—
pursuant to Article VIII of the Treaty of January 27, 1967 on the QOuter Space, shall be considered to be made, used, or sold within the
2 : : : : ] ] ] "N . . . . . .
principles governing the activities of States in the Exploration and | United States for the purposes of this title if specifically so agreed in an
Use of Outer Space, including the Moon and other Celestial Bodies. =

international agreement between the United States and the state of registry.

tate ty to the treaty retain OTTONT
French In§eﬁec§ugﬁ5rx ert h@oge JUT{SUTCTUITOVET TUTTESP 5
fegistered objects laun}:hedj}lto spdceatentAct N

G




Focus on particularities inherent to the space sector
Extended scope of protection for objects in outer space

MRM2

- What about the ISS ?

“Zverda™
Service Module (£

Article 5
Registration; Jurisdiction and Control

® )l

1. In accordance with Articie II of the Registration Convention, each Partner shall register
as space objects the flight elements listed in the Annex which it provides, the European
Partner having delegated this responsibility to ESA, acting in its name and on its behalf.

2. Pursuant to Article VIII of the Quter Space Treaty and Article II of the Registration
Convention, each Partner shall retain jurisdiction and control over the elements it registers in
accordance with paragraph 1 above and over personnel in or on the Space Station who are its
nationals. The exercise of such jurisdiction and control shall be subject to any televant

provisions of this Agreement, the MOUs, and unplsmentmg arrangements, including relevant
procedural mechanisms ﬁtabhshed therein.

)

_-_ ‘ AT | F PO LT YRR
“Colunbus” “Harmony™

Source: NASA. Orbital Facility Mode 2 PMAZ




Focus on particularities inherent to the space sector
Beware of misleading information

Article L613-5
The rights awarded by the patent shall not extend to:

a) Activities carried out privately and for non-commercial purposes; . .
Risk analysis recommended

» b) Activities carried cut for experimental purposes relating to the
for space sector

subject matter of the patented invention;

c) Extemporanecus preparation of medical prescriptions in
pharmacies, nor the acts on medicines thus prepared;

d) Mandatory studies and trials to cbtain a marketing authorization
for a medicinal product, as well as the actions necessary for the

acquisition and execution of the said authorization;

| | o o French
da) Actions necessary to obtaln a stamp authorizing advertising as Guiana
referred to in Article L5122-9 of the Code of Public Health;
» e) Objects intended to be launched intoc outer space and introduced
to the French territory.
French Intellectual Property Code “temporary presence”

exception only
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Space Sustainability & Space Debris

ESA S41/, Luxembourg 4/5 December
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What...?
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Environmental Sustainability of Space Safety
related Space Utilisation
Sustainability

*x Vv

Zero Debris Debris Mitigation




Where ... ?

- Interntl. Level
- National. Level

- ...hey, upcoming...




How... ?

Binding requirements

Room for discretion

Incentivizing Guidelines

Funding Programs
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Practical Impact ?

Idea / Use Case

Design

Funding / Financing
Staff and Co-Operations
Insurance

Daily Operations

Long Term Planning
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Space for lnspfratfon Conferehce On D.ecember 5 2024

Cécile Théard-Jallu from De Gaulle Fleurance and

Dr. Thomas Jansen from Heuking
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Why Cybersecurity in Space Matters

Global Cybercrime Overview (2023):

* The average financial cost of a cyber attack for an SME is estimated at between £€300K and £500K.
* The cost of monetary damages linked to cybercrime is $8 trillion, rising to 10.5 trillion by 2025.
* Data breach costs: 4.45 million average per incident.

*  Global cybersecurity spending topped S1 trillion by 2021. The rise of cybercrime pushed information security
spending to more than $86.4 billion in 2017.

Expanding Space Sector:
* Number of satellites in orbit: 7,500 (2023) - 10,019 (June 2024) (17% annual increase).

Cyber Threats in the Space Sector:

*« Satellites increasingly targeted for ransomware, espionage, and jamming. By 2023, 330,000 successful
ransomware attacks against SMEs were reported.

* 357 cyber attacks were publicly reported from 1977 to 2024, in the space sector.

A single space cyber incident could compromise critical global infrastructure
(Viasat Cyberattack in 2022).

December 5, 2024
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gulatory Framework

NIS 2 + Cyber Resilience Act
+ Cybersecurity regulations
for EU organizations and

institutions +

Cybersolidarity Act

<

Diplomatic Cyber
toolbox (targeted
sanctions) (early
2017, renewed

2020 & 2021)

Digital
Operational
Resilience Act

EU
Cybersecurity

Program

Horizon 2020-
2030

\ y
|

b

EU Cybersecurity 3 .
Act (ENISA & -

certification)

(DORA) 2022

Promoting a global

cybersecurity strategy with

the EU taking the lead

d N

Sector-specific Cyber
rules: healthcare,

aeronautics, cars, etc.

e SecNum
. Cloud
R AN
L

| \ .

b y

DATA ACT /
Sectoral
Regulations, incl.
no. 1 EHDS
Regulation

Iz HEUKING

Importance of

standards and

certification!!!
LNE, Europrivacy...



GDPR: Key Facts Iz HEUKING

December 5, 2024



NIS 2 Directive: Key Facts [ HEUKING

December 5, 2024



Data Governance Act: Key IiHEUKING
Facts

December 5, 2024




Data Act: Key Facts Iz HEUKING

December 5, 2024
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Progress on the Space Data Space

Key Milestones in SDS Development:
*  August 2022: Launch of the preliminary SDS study.
* Early 2023: Study results reported to ESA, covering:
*  Regulatory environment (EU Data Strategy, GDPR, DGA, DA, DSA, DMA, Al Act).
. Use cases, business models, governance, and key stakeholders.
. November 22—-23, 2023: ESA-ESPI SDS Workshop at the EU Satellite Centre, Madrid.
» SDS Working Group (March=June 2024): 25 entities representing 40+ experts working on the first
implementation of SDS through
* |dentification of use scenarios and description of associated use cases, starting with civil protection,
* Defining SDS governance,
* Examination of legal issues, including the creation of a legal entity to manage and operate the SDS,
* Designing the first technical architecture, and finalization of SDS Blueprint version 1.0.

Next Steps: Financing and phase planning and building synergies with existing EU programs and
stakeholders.

December 5, 2024
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Space Data Space Governance

Governance Structure — Three Options:

* Option 1: Establish a formal legal entity for the Data Space Governance Authority:
Potential structures: Government Agency (public sector control), Association/Non-Profit
Organization (collaborative management),Private Company (with or without limited liability),
Cooperative (shared stakeholder interests), Interest Group or other flexible models.

* Option 2: Rely on contractual arrangements for governance.

* Option 3: Use a hybrid model, combining formal legal entities with contractual arrangements for

flexibility.

Key Agreements Governing the Data Space’(inter alia):
v Organizational Agreements
v Functional Agreements
v Technical Agreements
v Regulatory Compliance Agreements

"The Law Governs Everything!"

December 5, 2024 9



Your Contacts

Cécile Théard-Jallu Dr. Thomas Jansen

Partner | Lawyer Partner | Lawyer
De Gaulle Fleurance Heuking Kuhn Luer Wojtek
ctheardjallu@dgfla.com t.jansen@heuking.de
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Law Firm
LOONIS QUELEN,E.I.

EXPORT
CONTROLS

SPACE FOR INSPIRATION

ANNUAL CONFERENCE ON
COMMERCIAL SPACE EXPLORATION

5th edition
Luxembourg

4-5 December 2024
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Space for Inspiration, Luxembourg,
December 2024 - What is an
astronaut?
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What is an astronaut?

« OST article V

»  Envoys of mankind

To Enable Humans to
Be Humans Beyond

- Shall be given assistance

. ARRA: “personnel of a Earth

spacecraft .-

« Moon Agreement: any person
on the moon




Onboard computer

Ventilation unit / Rebraaler

Main and sacondary O2 tank

CO2 scrubber system

Sun visor assembly
Smart ight system

Shouider bearing system

Shoulder assembiy

Control compuiter Lnit

Alr box

Mid torso smart mesh system

Base layer thermal control garment

Glove disconnect

Semi rigid briafe
Smart pressurised gioves

Hip bearing brief

BExtemal protection garmant

Pressure control

Internal isolation pofsiring

Boot disconnect

Isolated boots



Thermal Control and Health

Monitoring Garmin - a human digital
twin?

Design features:
« Al temperature control
* High comfort

* Health monitoring and
assessment

« Digital twin




Kristin Haram
Forde

Partner — attorney-at-law
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Our Space services
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Claim settlements and disputes

Handling and protection of data
collected from satellites

—de

Regulatory advice

- Licensing and approval for launch
= ¢ and satellite operations
=
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Contract design and negotiations e :;L‘:zf: I':g?:;?;'::"ce b

: i - L - ;.,' ] . .
Protection of patents, trademarks ﬁ Environmental regulations, impact
and copyrights

analyzes and compliance
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Insurance advice
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Liability issues
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Investments and financing of
| space projects

Creation and operation of
commercial space enterprises
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